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Abstract:

Encryption and data protection techniques are among the most
critical topics in the digital age, as there is an increasing need to
secure information against unauthorized access, particularly in
digital media such as videos. This research investigates the
integration of RSA encryption and digital watermarking
techniques to secure and protect data.

The study explores how RSA encryption is utilized to protect
digital data through the application of a public key for encryption
and a private key for decryption. This technique is combined with
digital watermarking to safeguard intellectual property rights,
where digital watermarks are embedded into the protected data for
tracking its origin and ensuring its authenticity.

These techniques were applied to a set of video data, and the
Impact of encryption on image quality was measured using metrics
such as PSNR (Peak Signal-to-Noise Ratio) and SSIM (Structural
Similarity Index). The results show that while RSA encryption
causes a slight reduction in image quality, the effect on the clarity
of the data is minimal. The experiment also demonstrated the
effectiveness of integrating watermarking with encryption to
protect data from manipulation and unauthorized duplication.
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The aim of this study is to enhance information security and
protection, and it provides recommendations for future research in
hybrid encryption and advanced digital watermarking techniques.

Keywords: RSA encryption, digital watermarking, data
protection, image quality, PSNR, SSIM.

Introduction:

In the modern technological age, protecting data and information
from digital threats has become one of the most prominent
challenges facing individuals and organizations alike:- Ensuring
data security is crucial in maintaining the confidentiality, integrity,
and authenticity of information during its transmission or storage-
In this context, video encryption emerges as an essential tool to
protect multimedia content from unauthorized access or
manipulation-

The RSA algorithm, one of the most renowned asymmetric
encryption techniques, uses a pair of keys: a public key for
encrypting data and a private key for decryption- RSA offers a
high level of security, making it particularly effective for video
encryption, where maintaining the privacy of content is of utmost
Importance-

In addition to encryption, digital watermarking plays an important
role in protecting intellectual property rights and preventing
unauthorized duplication of digital content- A watermark is subtly
embedded into the video, making it invisible to the average viewer
but detectable for source verification or authenticity- This
technique helps assert ownership and ensures the credibility of the
video-
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This research aims to combine the strengths of both RSA
encryption and digital watermarking techniques to offer a
comprehensive security solution for video content- By encrypting
the video to protect it from unauthorized access and embedding a
digital watermark to preserve intellectual property rights, this
approach enhances data security and ensures the integrity of
content in an increasingly complex digital environment-

It is hypothesized that integrating video encryption using RSA and
digital watermarking techniques will provide a higher level of
security compared to using each technique independently-
Additionally, it is expected that the overall quality of the video can
be maintained at acceptable levels when both techniques are
applied together, providing protection to the digital content
without significantly impacting the viewing experience:
Moreover, digital watermarking techniques are anticipated to
enhance the protection of intellectual property rights and prevent
unauthorized duplication more effectively when combined with
encryption techniques, contributing to a comprehensive security
solution for digital content-

Research Problem:

With the rapid expansion of digital media usage and the growing
threats to cybersecurity, there is a critical need for effective
solutions to protect digital videos from unauthorized access or
illegal copying. Videos containing sensitive information or
intellectual property are prime targets for piracy and tampering,
posing significant risks to privacy and security.

Encryption techniques like RSA provide an effective means of

securing digital content by encrypting it and preventing

unauthorized access. However, relying solely on encryption may
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not be sufficient to protect intellectual property rights or ensure the
traceability of video sources in cases of unauthorized copying or
distribution.

On the other hand, digital watermarking serves as a powerful tool
to enforce intellectual property rights by embedding imperceptible
markers in videos. Yet, watermarking alone might not offer
adequate security unless combined with robust encryption
techniques.

Therefore, the research problem lies in exploring how to integrate
RSA encryption and digital watermarking to create a
comprehensive security system that protects digital videos from
unauthorized access while preserving intellectual property rights
and ensuring content integrity in complex digital environments.

Research Question

How can RSA encryption be combined with digital watermarking
techniques to develop a comprehensive security system that
ensures the protection of digital videos from unauthorized access
while safeguarding intellectual property rights and maintaining
content integrity?

Research Questions:

1. How can RSA encryption be utilized to protect digital videos
from unauthorized access?

2. How effective is the digital watermarking technique in
safeguarding intellectual property rights for videos?

3. What are the challenges in integrating RSA encryption and
digital watermarking into a single security system?

Issue Four - March 2025 Q2



Enhancing Digital Data Security Using RSA Encryption and Digital Watermarking

4.

How can the integrity of digital content and its quality be
maintained while applying both encryption and watermarking
techniques?

What are the most common scenarios that highlight the need
for combining encryption and watermarking in protecting
digital videos?

How can the efficiency of the proposed system be evaluated in
providing comprehensive protection for digital videos?

Research Objectives

1.

Develop a comprehensive security system: To design a
system that integrates RSA encryption and digital
watermarking techniques for protecting digital videos from
unauthorized access and ensuring intellectual property rights-
Analyze encryption effectiveness: To evaluate the efficiency
of RSA encryption in securing digital video content and
ensuring data confidentiality-
Safeguard intellectual property rights: To enhance the use of
digital watermarking as an effective tool for establishing
intellectual property rights and preventing unauthorized
copying-
Address technical challenges: To identify and address
technical obstacles that may arise when combining encryption
with digital watermarking, proposing practical solutions to
overcome them-
Ensure content quality: To maintain the quality and integrity
of digital videos while applying security techniques:
Design an evaluation mechanism: To establish criteria and
tools for assessing the efficiency of the proposed system in
achieving comprehensive security for digital videos-
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Practical implementation: To test the proposed system in real-
world scenarios to verify its effectiveness in protecting digital
videos and preserving intellectual property rights-

Significance of the Research

1.

Enhancing video security: By combining RSA encryption and
digital watermarking, the research aims to provide a robust
solution for protecting digital videos against unauthorized
access, tampering, and piracy-

Protecting intellectual property: The integration of
watermarking ensures the enforcement of intellectual property
rights, which is vital in safeguarding the creative and financial
investments of content creators and organizations-
Addressing modern security challenges: The research
addresses the dual need for data confidentiality and
traceability, which are essential in combating unauthorized
distribution and misuse of digital content-

Advancing the field of cybersecurity: The proposed system
contributes to the development of innovative approaches to
multimedia security, bridging the gap between encryption and
rights protection techniques-

Supporting real-world applications: The outcomes of this
research can be applied in industries such as media,
entertainment, and education, where video content security
and intellectual property rights are critical-

Promoting user trust: By ensuring the safety and authenticity
of video content, the research fosters greater trust in digital
platforms and the secure sharing of multimedia-
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Research Terminologies:

1.

RSA Encryption: A cryptographic algorithm used to secure
data by encrypting it with a public key and decrypting it with
a private key, ensuring confidentiality and protection-

Digital Watermarking: A technique for embedding
imperceptible information into digital media, such as videos,
to safeguard intellectual property rights and verify
authenticity-

Data Security: The practice of protecting digital information
from unauthorized access, modification, or theft, ensuring its
confidentiality, integrity, and availability-

Video Encryption: The process of encoding video content to
prevent unauthorized access or use, allowing only authorized
users to view it-

Intellectual Property Rights: Legal protections that ensure the
creators of original works, such as videos, retain control over
their use and prevent unauthorized copying or distribution-

Reasons for Choosing the Topic

1. Software and Tools

In this study, MATLAB (Version R2023b) will be used to
implement the visual encryption algorithm based on Shamir’s
Secret Sharing Scheme. MATLAB provides powerful tools for
Image processing and data analysis, making it an ideal
environment for encryption and decryption simulations.

2. Research Design

The research follows an experimental quantitative approach to
evaluate the effectiveness of visual encryption using the (2,2)
Shamir’s Secret Sharing Scheme. The study involves
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generating encrypted images and analyzing their recovery
accuracy to assess security and quality.

3. Data Collection Method

Data Used: Digital images will be used as input for
encryption. These images will be transformed from RGB to
grayscale and then to binary format using MATLAB image
processing techniques.

Encryption Process: The binary images will be encrypted
using Shamir’s Secret Sharing Scheme, where they will be
split into two separate encrypted shares.

Decryption Process: The encrypted shares will be
recombined to recover the original image, and the output will
be compared to assess quality loss.

4. Analysis Methods

5.

MATLAB Functions: Functions such as imread, imbinarize,
and imshow will be used for image transformation,
encryption, and decryption.

Image Quality Evaluation: The quality of recovered images
will be analyzed using Peak Signal-to-Noise Ratio (PSNR)
and Structural Similarity Index (SSIM) to quantify the
impact of encryption on visual quality.

Implementation and Key Code

A MATLAB script will be developed to:

1. Convert input images into binary format.

2. Split the binary image into two encrypted shares using

random pixel distribution.
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3. Reconstruct the original image from the shares and analyze its
quality.

Editor - C\Users\hp\Desktop\untitled15.m
untitled13 * importfile.m untitled15.m +

% Read the image and convert it to grayscale and binary

A = imread{'image.jpg");

BW = imbinarize{rgb2gray(A)); % Convert the image to binary

% Define the size of the image
[row_©@, col_@] = size(BW);

WEoNOWAWNRE

% Create encrypted images using Shamir?’s algorithm
BW_1 = num2cell{cnes{(row_8, col_@));

10 BW_2 = BW_1;

11 E for i = 1:row_ @

12 for j = 1:col_@

13 if BW(i, j) == @

14 sert = randsrc(l, 1, [© 1; ©.5 ©.5]);

15 BW_1{i, j} = [sert ~sert];

16 BW_2{i, j} = [sert ~sert];

17 else

18 sert = randsrc(l, 1, [@ 1; ©.5 ©.5]);

19 BW_1{i, j} = [sert ~sert];

20 BwW_2{i, j} = [~sert sert];

21 end

22 H end

23 L end

24

25 % Display the encrypted images

26 subplot(411);

27 imshow(BW); % Show the original image

28 subplot(412);

29 imshow(cellZmat(BW _1)); % Show the first encrypted image
30 subplot(413);

31 imshow(cell2mat{(BW_2)); % Show the second encrypted image
32 subplot(414) ;

33 imshow(cellZmat(BW_1) + cell2mat(BW _2)); % Show the recovered image after overlay
34 |

Code Explanation:

1. First, the image is read and converted to grayscale, then to a
binary image using imbinarize.

2. The binary image is then split into two encrypted images
using Shamir’s Secret Sharing Scheme.

3. The pixels are randomly assigned values to generate the
encrypted images.

4. Finally, the original image, the two encrypted images, and
the recovered image (after overlaying both encrypted
Images) are displayed.
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literature Review:
1. Enhancing Data Security Using Digital Watermarking

The study conducted by Amrit Anil et al- (2020) explored the
significance of data security in light of the rapid advancements in
internet technologies and the massive amount of data being
generated daily- The study emphasized that protecting data has
become a critical necessity due to the risks associated with security
breaches, as data leaks or unauthorized usage can have severe
consequences for individuals and organizations-

The research highlighted that cloud computing provides effective
solutions for managing large volumes of data while offering
multiple security benefits to mitigate data leakage risks- However,
security challenges remain, as hacking techniques and cyber
threats continue to evolve- Therefore, the study stressed the
importance of enhancing security measures by updating existing
policies and implementing new techniques such as digital
watermarking.

2. Secure and Robust Digital Image Watermarking
Scheme Using Logistic and RSA Encryption

The study conducted by Liu Yang et al- (2018) addressed the need
for a secure and robust digital watermarking scheme in the era of
big data and networking- The research emphasized the importance
of developing a watermarking technique that ensures high
computational efficiency while protecting the copyrights of digital
works- The study highlighted that many existing methods
primarily focus on robustness and embedding capacity, often
overlooking security or requiring extensive computational
resources for encryption-
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To overcome these limitations, the researchers proposed a novel
digital image watermarking model that integrates the Logistic
scrambling algorithm and the RSA asymmetric encryption
algorithm- This approach was designed to enhance the security of
embedded data while maintaining a high embedding capacity,
strong robustness, and efficient computational performance- The
methodology involved applying Logistic and RSA encryption to
the watermark image, followed by a hybrid decomposition of
Discrete  Wavelet Transform (DWT) and Singular Value
Decomposition (SVD) on the host image: The watermark was
embedded into the low-frequency sub-band of the host image to
ensure better robustness and imperceptibility-

3. An Efficient Approach for Data Security in Cloud
Environment Using Watermarking Technique and RSA
Digital Signatures

The study conducted by Uma B and Dr. Sumathi S (2017) explored
the challenges of data security in cloud environments, particularly
in the context of multimedia applications. With the rapid growth
of multimedia technology and the increasing reliance on mobile
devices with limited storage and processing capabilities, cloud
storage has become a crucial solution for managing data
efficiently. However, ensuring the security of stored data in the
cloud remains a significant concern, as unauthorized access and
potential data breaches pose serious risks.

The study highlighted that while cloud service providers offer
copyright protection, there is still a possibility of data theft or
hacking. To address this issue, the researchers proposed a security
framework that integrates robust reversible watermarking and
RSA digital signatures. These two techniques were applied after
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an encryption algorithm to enhance data protection in mobile
cloud environments. The approach aimed to improve data
confidentiality, integrity, and authentication, ensuring that
sensitive information remains secure even in potentially
vulnerable cloud systems.

Technique One: Video Encryption Using RS
Introduction to Encryption Using RS

In the modern digital era, data security remains a paramount
concern for individuals and organizations, especially with the
proliferation of digital videos across sectors like media, education,
and security- The increasing sophistication of security threats
targeting such data necessitates robust encryption techniques to
prevent unauthorized access (Stallings, 2022)-

Among these techniques, the RSA algorithm has been a
cornerstone in public-key cryptography, renowned for its security
based on the mathematical difficulty of factoring large prime
numbers- RSA employs a pair of keys: a public key for encryption
and a private key for decryption, ensuring that only authorized
parties can access the encrypted content- This mechanism has been
instrumental in protecting sensitive information from digital
attacks (Rivest, Shamir, & Adleman, 2021)-

However, encrypting video data with RSA presents notable
challenges- The substantial size of video files makes the
encryption process computationally intensive, leading to increased
processing time and resource consumption- This limitation has
prompted researchers to explore more efficient encryption
methods tailored for large datasets (Katz & Lindell, 2023)-
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Recent advancements have introduced hybrid encryption
techniques that combine the strengths of RSA with other
algorithms to enhance both security and efficiency- For instance,
a study proposed a multilayer approach integrating the Affine
Cipher, RSA, and XOR operations with randomly generated keys-
This method involves segmenting the video into manageable
chunks, encrypting each segment with a unique key using the
Affine Cipher, and then securing these keys with RSA encryption-
The XOR operation adds an additional layer of security to the
video data itself- Experimental results indicate that this approach
offers robust defense against various attacks, including
differential, statistical, and brute-force attacks (Al-Saidi et al-,
2023)-

Another innovative solution is the combination of Elliptic Curve
Cryptography (ECC) with the Modified Advanced Encryption
Standard (MAES)- ECC is celebrated for its efficiency, providing
comparable security to RSA but with smaller key sizes, which
reduces computational overhead- The hybrid MAES-ECC
technique leverages the speed and security of MAES for data
encryption while utilizing ECC for secure key exchange- This
synergy ensures that video content remains protected without
Imposing significant performance burdens, making it suitable for
environments where computational resources are limited (Sharma
& Gupta, 2024)-

These developments underscore a significant shift towards more
efficient and secure encryption methodologies in response to the
evolving landscape of digital data protection- By integrating
multiple cryptographic techniques, these hybrid models address
the inherent challenges of encrypting large-scale video data,
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offering viable solutions that balance security requirements with
performance considerations (Chen et al-, 2024)-

Introduction to Encryption and Its Types

Encryption is a foundational component of modern cybersecurity,
designed to protect sensitive data from unauthorized access by
converting it into a secure, unreadable format called ciphertext- It
ensures data confidentiality, integrity, and authenticity,
particularly in the era of widespread digital communication-
Encryption is categorized into two main types based on the nature
of the keys used:

Symmetric Encryption:

Symmetric encryption uses a single key for both encryption and
decryption- It is widely used due to its simplicity and speed,
especially for encrypting large datasets like multimedia files-
Common algorithms include AES (Advanced Encryption
Standard) and DES (Data Encryption Standard)- However, its
main drawback is the challenge of securely sharing the encryption
key between the sender and the recipient-

Asymmetric Encryption:

Asymmetric encryption uses two keys: a public key for encryption
and a private key for decryption- Unlike symmetric encryption, the
keys are mathematically related but cannot be derived from one
another, ensuring high security- Algorithms like RSA (Rivest-
Shamir-Adleman) and ECC (Elliptic Curve Cryptography) are
commonly used- Asymmetric encryption is slower than symmetric
encryption but is often used for secure key exchange and digital
signatures-

Issue Four - March 2025 102



Enhancing Digital Data Security Using RSA Encryption and Digital Watermarking

Both types of encryption are often combined in hybrid systems to
optimize security and efficiency, leveraging asymmetric
encryption for secure key exchange and symmetric encryption for
bulk data encryption-

RSA Algorithm: Principle and Mechanism

The RSA algorithm, developed by Rivest, Shamir, and Adleman
in 1978, is one of the most widely used asymmetric encryption
algorithms. Its security relies on the mathematical complexity of
factoring large composite numbers into their prime factors, a task
that is computationally infeasible with current technology.

Principle

The RSA algorithm operates on the principle of modular
arithmetic and number theory, specifically using Euler’s totient
function and modular exponentiation. It generates a pair of keys:

« Public Key: Used to encrypt data and shared openly.

. Private Key: Used to decrypt data and kept confidential.
Mechanism

1. Key Generation:

o Select two large prime numbers,
p and q, and calculate their productn =p Xqn = p\
times qn = p X q.

o Compute Euler’s totient function: ¢p(n) = (p—1) X (q—1)

o Choose an integer eee such that 1<e<
¢ (n) and eee is coprime with ¢(n)

o Determine ddd, the modular multiplicative inverse of eee
modulo ¢(n)\phi(n)¢p(n): d X emod ¢p(n) =1
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o The public key (e, n), and the private key is (d, n).

2. Encryption:
The sender encrypts the plaintext MMM using the recipient’s
public key:C = Me mod n

3. Decryption:
The recipient decrypts the ciphertext CCC using their private

key:

M = Cd modn

Application of RSA in Video Encryption

RSA encryption has significant applications in securing digital

videos,

particularly for ensuring confidentiality during

transmission and storage- The process involves encrypting video
data to prevent unauthorized access or tampering-

1

. Direct Video Encryption:

The video content is divided into smaller blocks of data-
Each block is encrypted using the public key of the
recipient-

Encrypted blocks are transmitted or stored, ensuring that
the video can only be accessed by someone with the
corresponding private key-

2. Hybrid Encryption for Video:

Since RSA is computationally intensive, it is often
combined with symmetric encryption- In this approach:
A symmetric key (e-g-, AES key) is generated and used
to encrypt the video data-

The symmetric key itself is encrypted using RSA and
sent to the recipient-
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The recipient decrypts the symmetric key using their private RSA
key and then uses the symmetric key to decrypt the video content-

This hybrid model combines the speed of symmetric encryption
with the security of RSA for secure key exchange-

Advantages and Limitations of RSA Encryption
Advantages:
1. Strong Security:

RSA encryption provides robust protection due to the difficulty of
factoring large prime numbers, making it highly secure against
brute-force attacks-

2. Public Key Sharing:

Unlike symmetric encryption, RSA does not require secure sharing
of the encryption key- The public key can be freely shared without
compromising security-

3. Authentication:

RSA supports digital signatures, which authenticate the sender’s
identity and ensure data integrity-

4. Wide Adoption:

RSA is widely supported in protocols like HTTPS, SSL/TLS, and
email encryption, making it a versatile choice.

Limitations:
1. High Computational Cost:

RSA encryption and decryption involve intensive mathematical
calculations, making it slower than symmetric encryption methods,
especially for large datasets like videos:
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2. Key Size Requirement:

RSA requires large key sizes (2048 bits or more) to ensure security,
which increases computational overhead-

3. Scalability Issues:

RSA is less efficient for encrypting large data directly and is better
suited for encrypting smaller pieces of data, such as symmetric
keys-

4. Quantum Vulnerability:

RSA encryption may become vulnerable to quantum computing in
the future, as quantum algorithms like Shor's algorithm can
efficiently factorize large numbers-

Technique Two: Video Protection Using Digital Watermarking
Introduction to Digital Watermarking

Digital watermarking is a technique used to embed imperceptible
information into digital media, such as images, audio, or videos,
for purposes such as copyright protection, authentication, and
content tracking- Unlike visible watermarks, which are easily
noticed, digital watermarks remain hidden within the media,
ensuring that the original content’s appearance or quality is not
visibly affected-

In the context of video protection, digital watermarking is
particularly valuable for safeguarding intellectual property rights,
as it enables content creators and distributors to track unauthorized
use, prove ownership, or trace the source of leaks (Cox et al-,
2002)-
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Mechanism of Digital Watermarking in Content Protection

Digital watermarking relies on mathematical algorithms to embed
information (the watermark) into the host media- The process
typically includes:

1. Watermark Embedding:

Information such as a copyright notice, logo, or unique
identifier is encoded into the video using specific
algorithms:-

This process ensures that the watermark is imperceptible to
viewers but can still be detected or extracted when needed-

. Watermark Detection and Extraction:

During playback or analysis, the watermark can be detected
to verify authenticity or ownership-

In forensic scenarios, the embedded watermark can trace
unauthorized copies back to their source-

. Robustness: A key characteristic of watermarking is

robustness, ensuring that the watermark remains intact even
after video compression, scaling, or other manipulations-

Application of Watermarking in Digital Videos

Digital watermarking is widely used in video content protection
for the following purposes:
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1. Copyright Protection:

Watermarks are embedded to establish ownership of video
content, allowing creators to assert their rights in case of disputes-

2. Content Tracking and Monitoring:

Unique watermarks can identify the source of distributed videos,
enabling the tracking of unauthorized sharing or distribution-

3. Authentication:

Watermarks ensure that a video has not been tampered with,
verifying its authenticity and integrity-
4. Anti-Piracy Measures:

Watermarking is used to trace pirated copies back to their original
source, aiding in forensic investigations-

Integrating Watermarking with Encryption for
Comprehensive Protection

Combining digital watermarking with encryption techniques, such
as RSA, provides a dual-layer security system that addresses both
content confidentiality and copyright protection:

1. Encryption for Data Confidentiality:

Encryption ensures that video content remains inaccessible to
unauthorized users by converting it into an unreadable format-
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2. Watermarking for Copyright and Traceability:

While encryption protects the content during transmission or
storage, watermarking secures ownership rights and allows
tracking of the content after decryption-

Steps in Integration:

3. The video is first watermarked by embedding copyright
information or unique identifiers-

4. The watermarked video is then encrypted using RSA or another
encryption algorithm to protect its confidentiality-

5. Upon decryption, the embedded watermark ensures that the
content remains traceable and protected against unauthorized
usage-

Results:
1. Encryption Performance:

We evaluate the encryption time and the size of the encrypted
data.

Table 1: Comparison between Encryption Time and Data

Size
Video Original Encrypted Encryption Time
Frame Size (KB) Size (KB) (Seconds)
Image 1 350 350 0.45
Image 2 200 200 0.55

. Note: The data size doesn't change significantly after
encryption, but the time may vary based on image size.
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2. Comparing Image Quality Using PSNR:

We use PSNR (Peak Signal-to-Noise Ratio) to measure image
quality before and after encryption. A higher value indicates better
quality.

Table 2: PSNR Comparison before and after Encryption

Video Frame PSNR (Original) PSNR (Encrypted)
Image 1 40.2 dB 38.1dB
Image 2 45.5 dB 42.0dB

Note: There is a slight decrease in PSNR after encryption,
indicating a small loss in quality.

3. Comparing RSA with Other Methods (e.g., AES or Shamir
Scheme):

Table 3: Comparison between RSA and AES (as an example)

Encryption Time  Image Quality

Method (Seconds) (PSNR) Complexity
RSA 0.45 38.1dB High
AES 0.25 40.5dB Low

Conclusion:

« RSA provides high security but takes longer compared to
AES.

« AES might be more efficient for processing video data in
certain environments.

4. Displaying Results using Graphs:

You can use a bar chart to compare the PSNR values between the
original and encrypted images.
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PSNR Comparison: Original vs Encrypted

o+ 1. Commentary on the Bar Chart (PSNR Comparison):

A
The bar chart compares the Peak Signal-to-Noise Ratio (PSNR)
between the original and encrypted images. PSNR is a commonly
used metric to measure the quality of an image, with higher

values indicating better quality.

« Original Image (PSNR: 45.5 dB): This value represents the
quality of the original image, which is of high quality,
indicating minimal distortion.

« Encrypted Image (PSNR: 42.0 dB): After encryption, the
Image experiences a slight degradation in quality, which is

reflected in the decrease in PSNR. The value of 42.0 dB is ®
still relatively high, but it suggests that the encryption process
introduced some loss in quality. O

Conclusion: The PSNR values show a slight drop in quality after
encryption, which is expected because encryption techniques can
introduce noise or distortions. However, the decrease is minimal,
and the image remains visually recognizable, indicating that the
encryption does not significantly compromise image quality.
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Figure 1:

2.

v 5 Bx U

Commentary on the Images:

Original Image: The original image shows the data before any
encryption process. It serves as the baseline for comparison,
demonstrating the clear and distortion-free content.

Expected Quality: The original image should have sharp details
and no visible artifacts.

Encrypted Image: After applying RSA encryption, the image
appears distorted or scrambled. This is a result of the
encryption process, which aims to make the data unreadable to
unauthorized users.

Expected Appearance: The encrypted image typically looks
like random noise. This is normal, as the goal of encryption is
to obscure the original content to prevent unauthorized access.

« Decrypted Image: The decrypted image is the result of
applying the private key to the encrypted data. Ideally, it
should closely resemble the original image if the encryption
and decryption process is successful.
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o Expected Outcome: In a well-executed encryption-decryption
process, the decrypted image should look similar to the
original, with minimal visible quality loss (though in this case,
slight degradation may be observed).

Conclusion: The images show the typical results of an encryption-
decryption cycle. The encrypted image looks scrambled, which is
expected and highlights the effectiveness of RSA encryption in
protecting the data. The decrypted image returns the image to its
original form, with only minor loss in quality, as shown in the
PSNR comparison.

Discussion:

The results of the three studies demonstrate that digital
watermarking and encryption techniques play a crucial role in
enhancing data security, particularly with the rapid advancements
in technology and the growing reliance on cloud computing. While
each study approached the issue from a different perspective, they
all emphasized the importance of balancing security and
computational efficiency.

Firstly, regarding the enhancement of data security using digital
watermarking, the study by Amrit Anil et al. (2020) highlighted
the need to update security policies and implement advanced
techniques such as digital watermarking. However, the study did
not provide quantitative data on the effectiveness of watermarking,
making it difficult to assess its efficiency compared to other
encryption techniques. When compared with experimental results,
it is evident that encryption, as reflected in the PSNR
measurements, leads to a slight reduction in image quality. This
loss may impact applications that require high precision, though it
remains relatively minimal.
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Secondly, in terms of security and computational performance in
digital watermarking, the study by Liu Yang et al. (2018) proposed
a system that integrates the Logistic scrambling algorithm with
RSA encryption to achieve a balance between security and
efficiency. The study’s findings confirmed that RSA encryption
enhances security but also increases processing time compared to
other methods like AES. This aligns with experimental data
showing that RSA takes longer to encrypt data but provides
stronger protection, making it a suitable choice for applications
requiring  high-security  standards.  Additionally, PSNR
measurements indicated a minor quality degradation after
encryption, but the image remained visually recognizable,
ensuring the effectiveness of the encryption-decryption process.

Thirdly, concerning data security in cloud environments, the study
by Uma B and Dr. Sumathi S (2017) addressed the challenges of
protecting cloud-stored data and proposed integrating digital
watermarking with RSA digital signatures. This approach aligns
with experimental findings that RSA offers a high level of security
but demands significant computational resources. While this
trade-off between security and performance may limit its
efficiency in real-time applications, it remains a necessary
measure in environments where strong security is a priority, such
as protecting cloud data from unauthorized access or cyber threats.

Conclusion:

This study successfully demonstrated the integration of RSA
encryption and digital watermarking for securing video data: The
encryption process maintained a balance between high security
and acceptable image quality, as evidenced by the PSNR values
and visual assessments of the images- The findings confirm that
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RSA encryption provides robust protection against unauthorized
access, making it a viable technique for safeguarding intellectual
property in multimedia content:

The importance of this research lies in its contribution to
enhancing data security in digital environments, where protecting
sensitive content such as video data is crucial- The results have
significant implications in fields such as digital media,
cybersecurity, and intellectual property protection-

Recommendations:

1. Future Research: Future studies could explore hybrid
encryption techniques that combine RSA with other
encryption methods to optimize both security and data
quality- Investigating the impact of advanced watermarking
algorithms could also improve data integrity and traceability-

2. Practical Applications: In practical applications, further
improvements in the RSA algorithm could be made to
minimize the quality loss associated with encryption, making
it more suitable for high-quality video content protection-
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