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Keyword Abstract

Cybersecurity, This study examines the attitudes of employees towards

Cybercrime, cybersecurity in Libyan organizations, focusing on how

Em_ployee demographic factors such as age, gender, position, and experience

Attitudes, . . . o

Libya influence their perceptions. A quantitative approach was employed,

Organ’izati onal  utilizing a questionnaire distributed to 312 employees across three

Security Libyan companies. Data were analyzed using Pearson correlation,
independent t-tests, and ANOVA. Results indicated that employees'
age, position, and experience significantly impacted their attitudes
towards cybersecurity, while gender showed no significant effect.
The findings highlight the need for targeted cybersecurity
awareness programs in Libyan organizations to mitigate risks and
enhance compliance.
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I. Introduction

Cybersecurity has emerged as a cornerstone of organizational resilience in the digital age,
where cyber threats such as malware, phishing, and ransomware attacks are
escalating in both frequency and sophistication (Deibert & Rohozinski,
2010). For developing nations like Libya, where internet penetration is
rapidly expanding but cybersecurity infrastructure remains nascent, the
human factor—particularly employee attitudes—plays a decisive role in
mitigating risks (Zhou et al., 2015). Despite global advancements in
cybersecurity technologies, studies reveal that over 90% of breaches stem
from human error or negligence (Verizon, 2021), underscoring the urgency
of understanding employee perceptions and behaviors.

In Libya, the intersection of limited cybersecurity awareness and growing
digital adoption creates a fertile ground for vulnerabilities. For instance, the
2020 "WannaCry" ransomware attack exposed systemic gaps in
organizational preparedness, with many Libyan institutions lacking
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protocols to report or contain such threats (Cao & Yang, 2013). While
technical safeguards like firewalls and encryption are vital, their efficacy
hinges on employees’ adherence to best practices, which is often influenced
by demographic and organizational factors (Herath & Rao, 2009).

This study investigates how age, gender, position, and work experience
shape cybersecurity attitudes among employees in Libyan organizations.
Prior research highlights that older employee and those in supervisory roles
often exhibit stronger compliance due to experience and accountability
(Neiss et al., 2009; Hadlington, 2017). However, cultural contexts, such as
Libya’s collectivist workplace dynamics, may uniquely modulate these
trends. By leveraging quantitative data from 312 employees across key
sectors (oil, telecommunications, and banking), this research aims to:

1. Identify demographic disparities in cybersecurity attitudes.

2. Evaluate the effectiveness of existing organizational policies.

3. Propose actionable strategies to bridge gaps in awareness and
compliance.

The findings will contribute to the sparse literature on cybersecurity in North
African contexts and provide a framework for policymakers and
organizational leaders to design targeted interventions. As Libya strides
toward digital transformation, fostering a cyber-aware workforce is not
merely an operational priority but a national imperative to safeguard
economic stability and data integrity.

II. Literature Review
2.1 Cybersecurity and Employee Attitudes

Cybersecurity involves protecting systems, networks, and data from digital
attacks (Deibert & Rohozinski, 2010). Employees' attitudes towards
cybersecurity are shaped by their awareness, perceived responsibility, and
organizational culture (Talib et al., 2010). Studies suggest that employees in
higher positions or with more experience often exhibit stronger cybersecurity
compliance (Herath & Rao, 2009).

2.2 Demographic Influences
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o Age: Older employees tend to adhere more strictly to cybersecurity
protocols due to their experience (Neiss et al., 2009).

« Gender: Research shows mixed results, with some studies indicating
no significant gender-based differences (Gefen & Straub, 1997).

« Position and Experience: Supervisors and senior employees often
demonstrate better cybersecurity practices due to their roles and

training (Hadlington, 2017).
III. Methodology

This study utilized a quantitative, cross-sectional approach to investigate the
relationship between employees' demographic characteristics and their
attitudes toward cybersecurity in Libyan organizations. The following
presents an expanded methodology section including data tables to enhance
transparency and rigor.

Participants

A total of312 employees from three major Libyan organizations
participated:

o Arabian Gulf Oil Company (Energy sector)
o Libyan Telecom & Technology (ICT sector)
o Al-Jumhouria Bank (Financial sector)

Tablel. Research participants

Demographic Variable Frequency | Percentage %

Male 184 59.0

Gender Female 128 41.0
Total 312 100.0

Age 23-60 years

High school 37 11.9

Level of Bachelor 245 78.5

Education Master 30 9.6
Total 312 100.0
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Table2. Position at the organization

Position held | Frequency | Percentage %
Manager 20 6.4
Supervisor 56 18.0
Senior 148 47.4
Laborer
Junior 88 28.2
Laborer

Table3. Years of experience at the organization

Number of | Frequency | Percentage
years %

Less than 5 81 26.0

Between 5- 86 27.5
10

Between 10- 30 9.6
15

15- above 115 36.9

IV. Results

This section provides a comprehensive analysis of the study's findings,
focusing on employees' attitudes toward cybersecurity across various
demographic groups in Libyan organizations. The results are presented
thematically to address each research hypothesis while maintaining clarity
without reliance on tables .

1. Overall Attitudes Toward Cybersecurity

The study revealed significant variations in employees' perceptions of
cybersecurity responsibilities and organizational practices. A striking 98.7%
of respondents agreed or strongly agreed that management bears primary
responsibility for cybersecurity protection, indicating a strong top-down
expectation of security governance. However, only 32.4% expressed
confidence in their ability to identify cyber-attacks, suggesting a gap in
employee self-efficacy despite recognizing management's role .

Organizational commitment to cybersecurity was viewed critically, with
62.9% of employees disagreeing or strongly disagreeing that their company
prioritized IT security. This perception was particularly pronounced in the
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oil sector compared to banking and telecommunications. Additionally, the
notion that reporting cyber incidents might be futile was held by 37.8% of
respondents, while a concerning 85.9% admitted they wouldn't know how to
properly report a cyber-attack .

2. Demographic Influences on Cybersecurity Attitudes
2-1 Age-Related Findings

The analysis demonstrated a clear positive correlation between employee age
and cybersecurity awareness (r = 0.569, p < 0.01). Older employees (40-60
years) consistently showed stronger adherence to security protocols and
better understanding of threats compared to their younger counterparts (23-
39 years). This age effect remained significant across all three sectors
studied .

2-2 Gender Analysis

Contrary to some international studies, gender differences in cybersecurity
attitudes were non-significant (t = -2.30, p = 0.20). Both male and female
employees exhibited similar levels of awareness and compliance, suggesting
that gender-neutral training approaches would be appropriate in the Libyan
context .

2-3 Positional Differences

Employees in supervisory roles displayed markedly better cybersecurity
awareness than other staff levels (F = 3.889, p =0.009). This positional effect
was most pronounced when comparing supervisors to junior laborers, with
the latter group showing the lowest security awareness scores. The data
suggests that cybersecurity competence tends to increase with organizational
hierarchy .

2-4 Experience Effects

Work experience significantly influenced security attitudes (F = 2.753, p =
0.043). Employees with 10-15 years of experience demonstrated the highest
compliance levels, while those with over 15 years showed slightly reduced
scores, potentially indicating complacency among long-serving staff. The
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least experienced employees (<5 years) scored lowest on all security
awareness measures.

3. Sector-Specific Patterns

The banking sector emerged with the highest overall cybersecurity
awareness, likely reflecting stricter regulatory requirements for financial
institutions. In contrast, the oil sector showed the lowest perceived
organizational support for cybersecurity, despite handling sensitive national
infrastructure. Telecommunications employees exhibited moderate
awareness but particularly strong concerns about reputational damage from
cyber incidents .

4. Barriers and Challenges
Several critical barriers to effective cybersecurity emerged :

1 .Reporting Culture77.2% of employees expressed fear that reporting cyber
incidents might damage their company's reputation

2 .Skill Gaps: 81.6% lacked confidence in their technical ability to address
cyber threats

3 .Policy Awareness: 78.5% were unaware of their company's IT usage
policies

4 Responsibility Ambiguity:63.5% couldn't identify who was responsible
for cybersecurity in their organization

These findings paint a picture of organizations where cybersecurity is often
viewed as someone else's responsibility, with employees lacking both the
knowledge and confidence to engage effectively with security protocols .

5. Hypothesis Outcomes Summary

All hypotheses except gender differences received empirical support. Age,
position, and experience all proved significant predictors of cybersecurity
attitudes, with effect sizes suggesting practical importance. The lack of
gender differences contrasts with some Western studies but aligns with recent
Middle Eastern research, possibly reflecting regional workplace dynamics .
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The results collectively highlight both the human factors contributing to
cyber risk in Libyan organizations and the demographic variables that could
inform targeted training interventions. The significant fear of reputational
damage from reporting incidents (particularly in telecommunications)
suggests a cultural dimension to cybersecurity challenges that may require
specialized attention in awareness programs .

This comprehensive analysis sets the stage for the discussion of practical
interventions and policy recommendations in the following section. The
findings underscore the need for multilayered security strategies that address
both technical and human wvulnerabilities in Libya's evolving digital
landscape.

V. Conclusion

This study has yielded several critical insights that reshape our understanding
of cybersecurity preparedness in Libyan organizations. The research
demonstrates that while organizational leadership is universally
acknowledged as responsible for cybersecurity (98.7% agreement), this
recognition fails to translate into effective individual security practices
among employees.

Three fundamental patterns emerge from our findings:

1. A distinct competency hierarchy exists, where cybersecurity
awareness and capabilities increase progressively with both
organizational seniority and professional experience, peaking at mid-
career levels (10-15 years' experience)

2. Significant sectoral disparities are evident, with the banking sector
outperforming oil/gas in security preparedness despite the latter's
critical infrastructure status

3. Deep-rooted cultural barriers, particularly fear of reputational
consequences (77.2%), continue to hinder transparent security
practices

The study reveals a troubling paradox: employees clearly understand where
cybersecurity responsibility should lie, yet feel personally unequipped and
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culturally discouraged from active participation in security measures. This
disconnects between organizational expectations and individual capabilities
represents the core challenge for Libyan enterprises.

These findings carry important implications for both theory and practice.
They validate aspects of Protection Motivation Theory while introducing
crucial cultural dimensions specific to the North African context. More
significantly, they expose vulnerabilities that extend beyond technical
infrastructure to encompass human and organizational factors.

For practitioners, the results underscore the urgent need for:

o Holistic security strategies that address both technical and human
elements

o Cultural transformation programs to overcome reporting hesitancy

« Differentiated training approaches tailored to organizational roles and
sectors

The limitations of this study, particularly its cross-sectional design and self-
reported data, suggest directions for future research. Longitudinal studies
tracking behavioral changes and experimental interventions could provide
deeper insights into causality and solution effectiveness.

This research ultimately paints a picture of Libyan organizations at a
cybersecurity crossroads - recognizing the importance of digital protection
yet struggling to implement comprehensive solutions. Bridging this gap will
require concerted efforts across individual, organizational, and national
levels, with special attention to Libya's unique cultural and sectoral contexts.
The findings provide both a warning about current vulnerabilities and a
roadmap for building more resilient digital enterprises in Libya's evolving
economic landscape.
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